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ABSTRACT

Various security devices are used to protect internal networks and valuable information from rapidly evolving cyber
attacks. Firewall, which is the most commonly used security device, tries to prevent malicious attacks based on a text-based
filtering rule (i.e.,

environments. However, in order to protect a valuable internal network from large networks, it has no choice but to increase

access control policy), by allowing or blocking access to communicate between inside and outside

the number of access control policy. Moreover, the text-based policy requires time-consuming and labor cost to analyze
various types of vulnerabilities in firewall. To solve these problems, this paper proposes a 3D-based hierarchical visualization
method, for intuitive analysis and management of access control policy. In particular, by providing a drill-down user
interface through hierarchical architecture, Can support the access policy analysis for not only comprehensive understanding
of large-scale networks, but also sophisticated investigation of anomalies. Finally, we implement the proposed system
architecture’s to verify the practicality and validity of the hierarchical visualization methodology, and then attempt to identify
the applicability of firewall data analysis in the real-world network environment.
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Table 1. Case Example of Shadowing Anomaly

ID Protocol S_IP D_IP/Port Action

pl  TCP R 10.16.1.12/80  Allow

p2 TCP 14.12.37." 10.16.1.12/80 Deny
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Table 2. Case Example of Redundancy Anomaly

ID Protocol S_IP D_IP/Port  Action

pl  TCP 10.16.1." /80 Allow

p2 TCP 10.16.1."  14.12.33.40/80 Allow

2.1.3 ARz 0| AKCorrelation Anomaly)
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Table 3. Case Example of Correlation Anomaly

ID Protocol S_IP D_IP/Port Action

pl  TCP  10.16.1.20 *rrr/80 Deny

p2  TCP e 10.16.33.40/80 Allow
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Table 4. Case Example of Generalization
Anomaly

ID Protocol S_IP D_IP/Port  Action

pl TCP  10.16.1.20 *rR/80 Allow

p2 TCP R *EE*/80 Deny
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Fig. 1. Text-based User Interface for Management
Access Control Policy
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Fig. 2. Example of ACL Visualization from
PolicyVis(4)
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Fig. 10. Conceptual Image of Drillkdown &
Inverse Drill-down Interface
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Table 5. Hardware & Software Detailed
Specifications for Development of the Proposed
System

type Detailed
L specification
CPU Inter i7 core
H/W Momory 32GB
HDD 2TB
Web Tomcat
Interpace
S/W Maria DB
Database -
Redis
Visualization Unity 3D
Engine DaFa
collection & Python
preprocessing
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Table 6. Comparing Supported Functions between Proposed System and Conventional Systems

System Functions Proposed AhnLab(15) | Paloalto(14) | Secui(21) | Wins(22]
System
Shadowing @) X X X X
Anomaly Redundancy @) O ¢} ¢) e}
analysis Correlation 0 X X X X
Generalization o} X X X X
Dashboard 0 @) 0
Graphical | Interactive user
interface interface © . ) * )
(GUD Visual chart o o o o o
elements
717 WA Eld 4= 9l FAI A (FH) AL A3 A=y, oA}
Fig. 182 AA| Wk 3-8 Aol HAg A o] AL $sk] A Y=ot A AAS E4A
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Fig. 18. Complex Anomaly Status on Real-world
Situation
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